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In France, the protection of state secrets at the state level is based on the articles of the Criminal Code, trade secrets
are protected by articles of the Criminal Code, Labor and Civil Code. France actively supports countries that have
accused Russian intelligence services of cyber attacks on international organizations located on their territory.

The current European organizational structures considered in the study can significantly increase the level of
protection against cyber threats not only to the national cyberspace of Germany, but also to most of Germany*s
partner countries due to their clear and efficient interaction.

Key words: information terrorism, Great Britain, Germany, France, information protection, information security,
cybersecurity, cyber attack.
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INFORMATION SECURITY IN LATIN AMERICA

Many Latin American companies are not ready to protect their data and are falling behind their international
colleagues in terms of cyber insurance adoption. Cybercrime imposes a huge threat for their economies. The states
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are experiencing rapid growth, and the rise of digital technology. While this can be considered as a positive change,
it opens many possibilities for cyber criminals.

There are only a few countries in this area that have passed cybersecurity-related legislation. There are also the
businesses that take care of cyber security, they are slowly entering the market of Latin America countries. Israeli
companies are large service providers in the region.

Espionage is one of the strategies that implies intervention in the internal politics of the Latin America states.
However, there are other strategies that seem “indirect” and that, nevertheless, can have a great impact in political
scenarios, such as cybersecurity in elections.

Three out of five Latin American businesses have suffered a cyberattack. Peru had the highest detection rate,
followed by Mexico, Argentina, Brazil, and Colombia, respectively. Al a rule, the leading cause is malicious code.
However, in 2018 ransomware took the crown. That rise in ransomware crimes is connected with the fact that it is
the cheapest for attackers to facilitate these types of assaults.

To prevent the future massive attacks countries in Latin America & the Caribbean (LAC) started creating their own
cybersecurity strategies. Chile and Mexico published their Cybersecurity Strategies in 2017, and have taken into
account a broad spectrum of cybercrime aspects to address cybersecurity risks in order to create a comprehensive
framework.

In case with cybersecurity, as in every field, cooperation plays a fundamental role. Latin American countries have
been partnering up to build better ties in respect to cybersecurity. One of the platforms that was used for building
such partnerships was the XI11 Pacific Alliance Summit that took place in Mexico.

The Organization of American States (OAS) has been centrally engaged with issues of cybersecurity and cybercrime
for over a decade, encouraging and supporting the work of Member States to strengthen their capacity to protect the
people, economies, and critical infrastructure of our region against cybercrime and other cyberattacks or incidents.
Key words: information space, information security, cyberattack, cybersecurity, cybercrime, Latin America, Brazil,
Mexico, Chile.

1. INTRODUCTION

As the Internet experienced its rapid expansion in the 1990s, hackers began engaging in cyber «pranks»
while low-level criminals began exploring the potential for cybercrime. Once it was shown that «crime pays»
in the cyber domain, organized crime began muscling its way onto the scene, in some cases apparently with
the blessing — and even support — of the governments on whose territory they were operating.

Before exploring the topic of Information security in Latin America, it is important to consider some basic
vocabulary terms: Information Space — is a collection of information that is not limited by source, form,
process, semantics, or application. Information Security is the practice of preventing unauthorized access, use,
disclosure, disruption, modification, inspection, recording or destruction of information. Information can be
physical or electrical one. A cyber attack — an assault launched by cybercriminals using one or more computers
against a single or multiple computers or networks. As described by Cisco, «a cyberattack is a malicious and
deliberate attempt by an individual or organization to breach the information system of another individual or
organization» [1].

The most common types of cyberattacks are phishing, data breach, malicious code, software exploit, in
addition to ransomware. Phishing — the fraudulent practice of sending emails purporting to be from reputable
companies in order to induce individuals to reveal personal information, such as passwords and credit card
numbers. Data breach — the intentional or unintentional release of secure or private / confidential information
to an untrusted environment. Malicious code — software intentionally designed to cause damage to a computer,
server, client, or computer network. Ransomware — a type of malicious software designed to block access to a
computer system until a sum of money is paid. Propaganda — information, ideas, opinions, or images, often
only giving one part of an argument, that are broadcast, published, or in some other way spread with the
intention of influencing people™s opinions [2, 3, 4].

Problem statement. In the world rank of countries affected by cyber attacks there are several Latin
American nations. Brazil occupies the seventh place and Mexico the eleventh. According to the Kaspersky
(antivirus company), Colombians receives an average of 3.8 cyber attacks per second. Argentina and Chile —
0.8, and Peru — 2.14. This data is an approximation based on people connected to the internet in each country
and using Kaspersky [6].

Cybercrime imposes a huge thread for Latin American economies. The states are experiencing rapid
growth, and the rise of digital technology. While this can be considered as a positive change, it opens many
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possibilities for cyber criminals. For example, in Colombia, only 3 percent of the population used the Internet
in 2000, but now more than half of population went online. Many Latin American companies are not ready to
protect their data and are falling behind their international colleagues in terms of cyber insurance adoption.
There are only a few countries in this area that have passed cybersecurity-related legislation [5].

2. RESEARCH RESULTS

Mexico has implemented the law to provide more strict penalties for data breaches, Brazil has lost
approximately $8 billion as the result of cybercrime but has not yet passed a general data protection law. Brazil
is currently a popular target for increased use of malware designed to infect systems. According to an Eset
Latin American Security Report (2017) cyber attacks in Brazil increased 197% in 2015, and a survey of
Brazilian companies revealed that one-third had experienced a cybercrime. On the behalf of the governments,
businesses in Latin America are not required to improve their cybersecurity measures. This can easily cause
company leaders to underestimate the threats they now face, as well as the potential consequences of a serious
data breach. Not only it effects big corporations but also small business and individuals, many are simply
uninformed about the virtual about the threats[7].

The consulting firm “Return Comstor” expects that in 2019 the Latin American cybersecurity market will
reach 12 trillion dollars. Fortinet is one of the leading companies in providing internet protection services.
Only in Peru it covers just over 60% of devices protected by its services. Peru is followed by Brazil, Colombia,
Chile, Mexico, Venezuela and Argentina[8].

Slowly, there are the businesses that take care of cyber security, they are entering the market of Latin
America countries. Israeli companies are also large service providers in the region. Verint and Elbit are the
most prominent cybersecurity service providers and, in the particular case of Mexico, the introduction of
software of this type has been used by the Enrique Pefia Nieto government to spy on journalists and
opponents. One of the privileged clients of Israeli cybersecurity is Brazil, a market that it shares with the
United States, and which is in the process of expansion with the Government of Jair Bolsonaro. Indeed, one of
the objectives set by the Innovation Group, sponsored by IBM, of the Brazil US Business Council (main
business lobby organization dedicated to strengthening the economic and commercial relationship between
Brazil and the US), is to support the adoption of regulations in Brazil that promote a flexible and innovation-
based approach to cyber security and public-private discussions on cyber best practices and the threat of
information exchange [9].

Not least is that, despite the espionage scandal by the US National Security Agency to the Dilma Rousseff
government, cooperation with the US has deepened. Specifically in areas such as e-government, cyber
security, and cyber crime prevention. In 2016, while the impeachment process was progressing, the Brazilian
Ministry of Science, Technology and Innovation and the US National Science Foundation, USA signed a
memorandum of cooperation on cybersecurity. After the coup was completed, Michel Temer announced the
hiring of software created by Microsoft and, within this framework, the company opened a Transparency
Center in Brazil that allows governments have access to information related to cyber security.

Espionage is one of the strategies that implies intervention in the internal politics of the Latin America
states. However, there are other strategies that seem “indirect” and that, nevertheless, can have a great impact
in political scenarios, such as cybersecurity in elections. The Brazilian elections that brought Bolsonaro to the
Presidency seem to be an example of this [10].

According to the survey conducted by the Internet resource Contxto among Mexico, Colombia and
Brazil, significant cyber-attacks came via email, transpired through malicious websites, via software, and from
external devices (fig. 1).

A security report on Latin America provided by ESET (cyber protection) talks about how cyberattacks
have increased in the region. Three out of five Latin American businesses have suffered a cyberattack. Peru
had the highest detection rate, followed by Mexico, Argentina, Brazil, and Colombia, respectively. Al a rule,
the leading cause is malicious code. However, in 2018 ransomware took the crown. That rise in ransomware
crimes is connected with the fact that it is the cheapest for attackers to facilitate these types of assaults. Overall,
57 percent of companies received ransomware attacks. 55 percent of businesses underwent data breach and
malware affected 53 percent of organizations[11].
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Fig. 1. Ways of penetration of cyber-attacks (according to the survey conducted by the Internet resource Contxto
among Mexico, Colombia and Brazil) [2]

A good example of huge damage done by cyberattacks is the case in Banxico, Mexico™s central bank, in
which 836 bank accounts from 10 different institutions were victims of fraud, and the attack had a cost of
roughly almost 16 million USD. Another example, in Brazil, Banco Inter was hacked and sensitive
information was leaked, falling 11% in market shares. In Chile, Banco de Chile was also target of a
cyberattack, where the hackers stole 10 million USD [12].

To prevent the future massive attacks countries in Latin America & the Caribbean (LAC) started creating
their own cybersecurity strategies. Chile and Mexico published their Cybersecurity Strategies in 2017, and
have taken into account a broad spectrum of cybercrime aspects to address cybersecurity risks in order to
create a comprehensive framework. Mexico will specifically focus on economy and innovation, civil society
and rights, public security, national security, and public institutions, while Chile seeks to improve their
infrastructure, people™s rights in cyberspace, develop a cybersecurity culture, cooperation, and promotion of
the cybersecurity industry [13].

Argentina took a similar approach and created a program called “Programa Nacional de Infraestructuras
Criticas de Informacion y Ciberseguridad”. With this program, Argentina seeks to improve the creation and
adoption of a regulatory framework for the identification and protection of key infrastructures, be it private or
governmental, against cyber-threats.

The Organization of American States (OAS) has been centrally engaged with issues of cybersecurity and
cybercrime for over a decade, encouraging and supporting the work of Member States to strengthen their
capacity to protect the people, economies, and critical infrastructure of our region against cybercrime and other
cyberattacks or incidents. In 2004 the OAS Member States adopted the Inter-American Integral Strategy to
Combat Threats to Cyber Security, which called for a coordinated, multi-stakeholder effort to countering cyber
threats in the hemisphere, and provided an initial framework to cultivate and guide such an approach. The
Member States showed great foresight in embracing this vision early. The Organization creates a space where
meaningful cooperation between a wide range of stakeholders has improved information sharing, enhanced the
protection of information and communications technology (ICT) infrastructure, strengthened our governments*
capacity to respond to and mitigate cyber incidents, and bolstered our individual and collective resiliency in the
face of cyber threats. These commitments have been reaffirmed and strengthened in the years since with the
adoption of numerous official declarations.

In case with cybersecurity, as in every field, cooperation plays a fundamental role. Latin American
countries have been partnering up to build better ties in respect to cybersecurity. One of the platforms that was
used for building such partnerships was the XII1 Pacific Alliance Summit that took place in Mexico between
the 23rd and 28th of July. During the Summit, the presidents of Brazil, Chile, and Mexico talked about
strengthening collaboration in cybersecurity, among other matters. The Summit, being of an economical
nature, is concerned about the cyberspace, and thus making it a new high priority issue [14].
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3. CONCLUSIONS AND PROSPECTS OF FURTHER RESEARCH

Awareness of the importance of developing cybersecurity strategies is increasing among countries in the
Latin American and Caribbean (LAC) region. Some of them already have a strategy in place, such as
Colombia, Jamaica, Panama, and Trinidad and Tobago. Other countries are in the process of developing one,
such as Costa Rica, Dominica, Peru, Paraguay and Suriname. The level of maturity of these strategies varies,
including in terms of providing a framework for cooperation among governmental agencies and with external
actors. In the LAC region, the army and the national security agencies have not been widely established as
coordinators of cybersecurity policy development. This provides a positive window of opportunity to develop
cybersecurity policies in multi-stakeholder platforms, including different governmental branches, academia,
the technical community, civil society, and the private sector.

In the leadoff the chart of the countries that have suffered the biggest number of cyber attacks are Brazil
and Mexico; however, they are also the ones that have the most regulation. In case with Brazil, the private
sectors have experienced particular damage. Therefore, the government had established well-functioning
National Data Protection Authority. Mexico has suffered major losses in public sector, as there were cyber
attacks on the financial institutions. Still, the country has not developed the sufficient cyber crime prevention
mechanism. Argentina is the next in line to have experienced cyber crime. Recently the official pages of
governmental were hacked and used to spread fake news along with links of stolen information; however, the
government did not address the issue publically. There is a sense of presence of Russian propaganda in the
region well as USA influences in the Media. In particular around Columbian and Venezuelan conflict, both
superpowers were noticed to be engaged in the social media activities around the time of Venezuelan election.
Nonetheless, most of the countries of the region unite their forces in a battle again cyberattacks, participating
in the International events dedicated to the issue.
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IH®OPMALIVMHA BE3IEKA B JIATUHCHKII AMEPUIII

Bararo nmatmHOaMepHKaHCHKUX KOMIaHIH HE TOTOBI 3aXWIIATH JaHi ¥ BiICTAIOTh Bi CBOiX MDXKHAPOIHUX KOJET
10/10 TIPUHHATTS KibepcTpaxyBaHHs. KiOep3/I04MHHICTD CTAHOBUTH BEJIMYE3HY 3arpo3y Uil IXHbOI €KOHOMIKH.
JlepxaBu BiUyBalOTh CTpIMKE 3POCTaHHSA LHU(POBUX TEXHOJIOTiH. Xoua Ie MOXKe pO3IiIigaTHCs SK ITO3UTHBHA
3MiHa — BOHO BIIKpHBA€ 0arato MOKIIMBOCTEH 1 TSI KiOEp3TOYHHIIIB.

V 1ii rajy3i € Iuie KiibKa KpaiH, siKi IPUHHSUIN 3aKOHOIaBCTBO PO KibepOe3neky. [cCHyI0Th TakoX MiIpHeEMCTBa,
SIKi MKITYIOTBCS Tpo KibepOesneKy, BOHW MOBLUTFHO BUXOAATh Ha PUHOK KpaiH JlaTmHChKOi AMepuk. [3painbebki
KOMIIaHii € BeTMKUMH [TOCTAYaTbHUKAMH TIOCIYT Y PETiOHI.

[InuryscTBO — OmHA 31 cTpareriid, mo mepemdadae BTPYYaHHS y BHYTPIIIHIO TOMITHKY nepxaB JlaTWHCBKOL
Awmepuxn. OfHaK € ¥ 1HIII cTpaTerii, SKi BUAAIOTHCS «HETIPSIMUMMY, a, YTIM, MOXYTb HaJITO BIUIMBATH HA MTOJITHYHI
creHapii, sik-oT KibepOe3reka Ha BHOOpax.

Tpu 3 n*sITH TaTHHOAMEPUKAHCHKUX MIATIPHEMCTB 3a3HalN Kibeparak. HaliBummmii moka3Huk BusBuBCs B [lepy, 3a
HUM — Mekcuka, Apreatusa, bpasuiis Ta Komym0is. 3a3Buyaii, roJIOBHOIO IMIPUYMHOIO € MIKIAIMBUN Koa. OnHak y
2018 p. Bipyc-BuMarad 3abpaB KOpoHY co0i. 3pOCTaHHS KiJIBKOCTI 3JI0YMHIB, [0 BUMAralOTh BUKYILY, OB ‘3aHE 3
THM, 1110 JUIs 3JIOBMUCHUKIB I1€ Hal{ICIIEBIINI CIIOCi0 POCyBaHHS i CIIPUSTHHS HaIlalaM.

s 3anmoGiranHs MaifOyTHIM MacoBuM aTakaM Kpainu JlatmHcbkoi Amepuku Ta KapuOcpkoro OaceiHy modanu
CTBOPIOBATH BIIacHi crparerii kibepOesnekn. Uui it Mekcuka ormyOuikyBaiu cBoi crparerii kibepoesneku y 2017 p.
Ta BPaxyBajdM IIMPOKHH CIIEKTP AaCIHCKTIB KIOCP3JIOYMHHOCTI /IS TMOAOJAaHHS PHU3HKIB KiOepOes3meKu 3amis
CTBOPEHHS BCEOCSHKHOI CHCTEMH.

Y pasi kibepOesneku, siK i B yCiX ramyssx, CHIBIpals BiJirpae NPHHIMIIOBY poJib. JlaTMHOaMEpUKaHCHKI
KpaiHU CITIBIIPAIOIOTH [UI CTBOPEHHSI KpalMX 3B S3KiB ImIomo KidepoOesmeku. OpHiero 3 miatdopm, sKi
BUKOPHCTOBYBAIUCH /ISt TOOYJOBU Takux mapTHepcTB, OyB XIII camit THX00KeaHCHKOTo albsHCY, IO BiZOYBCS B
Mexkcwurii.

Opranizaliist aMeprKaHCHbKUX JIepkaB ke moHasa 10 pokiB 3aiiMaeThCs OZHIEIO 3 OCHOBHUX IPO0OJIeM KibepOe3neku
Ta KiOEp3JI0YMHHOCTI, 320X04YIOUH i MIATPUMYIOUH POOOTY JeprKaB-wIEHIB IIOJ0 MOCHJICHHS X CHPOMOXKHOCTI
CTOCOBHO 3aXHCTy JIIOJICH, EKOHOMIKH Ta KPUTHYHOI iH(QPACTPYKTYpPH PETrioHy BiA KiOEp3TOYMHHOCTI ¥ 1HIIHX
Kibeparak 4M IHLU/ICHTIB.

Kirouosi ciioBa: indopmartiitamii mpoctip, iHpopmartiiina Oe3neka, Kibeparaka, kibepOesmneka, KiOep3I0YnHHICTb,
Jlarurchka Amepuka, Bpaswmis, Mekcuka, Ui,

YK 316.485.26:316.776.23(470)

Tuxomupona €Brewis,

JOKTOp MOJITHYHHX HayK, mpodecop,

CxiqHOEBpONEHCHKIH HalliOHAILHUHN YHIBepcuTeT iMeHi Jleci Ykpainkuy,
JIyupk, Yxpaina, teb53@ukr.net

https://orcid.org/0000-0002-5017-5875

POCIMCHhKA THOOPMAIIIMHA BIMHA:
TEOPETHYHI TA IPAKTUYHO-ITPUKJIAJTHI ACIIEKTH

Y cmammi poszensnymo npobaemy Hapocmants iHopMayitiHoi 6itiHu, WO SUHUKILA 6HACTIOOK A2PeCU8HOL NONIMUKU
Pocii ma cmeopuna nebesnexy sk cyyacHomy €8ponelcbKomy, max i yKpaincbkomy inghopmayiunomy npocmopy.
Hocunaiouuce Ha ananiz pe3yibmamie HaAyKosUx 00CLIONCEHb, 3a 00NOMO20I0 AKUX GUEUANUCH OKPEMI MeopemuiHi
ma NpakmuyHo NPUKIAOHI acneKkmu yiei 8iliHuU, 2080PUMO NPO CYMHICMb 00CHIONCY8aAHOI npobremu 1 nompeody it
PO38 A3AHHSL.

Mema oawnoi nybnixayii — 1) npoananizygamu mepmin «pociiicbka IHopmayilina 6itiHay (Mpaxkmyemvcsa K
KOMRIIEKC 3aX00i6, 30IICHIOBAHUX YPAO08UMU Ma Heypadosumu opeanizayiamu Pocii, nepedycim 6 ingpopmayiiinomy
npocmopi Yxpainu i Pocii, inwux kpain ceéimy); 2) euoxpemumu micye iHGOOpMayiuHoi 8itiHu 8 pOCIlCHKIll
2eononimuyHiti. OOKMPUHI, KOMpa Ppo3nsA0acmovcs K cucmema O@iyitiHo NPUtHAMUX y Oepicasi noensioie Ha
PO3BUMOK  CEIMOBUX NPOYECI8, MIJICHAPOOHY cucmemy Oe3neKu, YMEepONCeHHs. 2eONOMMUYHUX [Hmepecis |
npiopumemie P® y cyuacnomy cgimi, ix peanizayis ma 3axucm, 3) oxapakmepuzyeamu 0coOIU80CmMi pOCIUCbKUX
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